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What you will learn today




What you will learn today

u An overview of the changing data protection and

privacy landscape

u The different cultural and legal views of privacy

within open source communities

u How to evaluate your work for best privacy practice

outside legal obligations



What you will do
with what you learn




What you will do with what you learn

u Learn to respect privacy as a positive cultural

value, not resent it as a negative legal obligation;
u Integrate best practices into your workflow;
u Review your existing work for improvements;

u Contribute to open source privacy.




An overview of the
changing data protection
and privacy landscape




Europe’s privacy o0



Europe’s privacy ove

u GDPR: 25 May 2018
u Replaced the Data Protection Directive of 1995
u Maintains original principles, expands and modernises
u Data at rest: collection, usage, retention
u ePrivacy Directive: TBD (spring 2019-ish)
u Replaces the ePrivacy Directive of 2002

u Data in transit: cookies, telemetry, advertising beacons,
marketing

u Colloquially and somewhat inaccurately known as the
"Cookie Law”



GDPR essentials




What you

Privacy

Awareness Documentation : Children
have Notices
How you Individual PbD and Lawful
. Consent .
engage Rights DPbD Basis




GDPR: what Is personal data?

u Personal data: any information relating to an identified or
identifiable natural person. This can be one piece of
information or multiple data points combined in a record

u  Sensitive personal data: information about racial or ethnic
origin, political opinions, religious or philosophical beliefs,
trade union membership, health data, sex life or sexual
orientation, past or spent criminal convictions

u New definitions: genetic data, biometric data, location data,
and online identifiers (e.g. database identifiers)




How Is that different from PII?
Pll = Americanism

v Full name (if not u Passport number 1 Birthplace
common) u License plate u  Genetic information
u  Face (sometimes) number

u  Telephone number

u  Driver's licen :
u Home address €r's license Login name, screen

u  Email address (if number name, nickname, or
private from an u Face, fingerprints, or handle
association/club handwriting

membership, etc.) Credit card numbers

u  National ID number !

(e.g., Social Security
number) v Date of birth

Digital identity



What might be PII?

u First or last name, if
common

u Country, state, postcode
or city of residence

u Age, especially if non-
specific

u Gender or race

u

u

Name of the school they
attend or workplace

Grades, salary, or job
position

Criminal record

Cookies



Who Is subject to GDPR an&PD?

u All data collected, processed, and retained about
persons within the European Union

u Extraterritorial: applies to non-EU collection and
processing

u All capturing and/or processing of personal data: no
minimum size or turnover

u All situations: public sector, private sector,
academia, startup, side project, or hobby



America Is ready to legislate privacy




Why does that matter?




It matters because of the different
cultural, historical,
and legal views
of privacy across the Atlantic.



Open source Is made by
the people who show up.




We have very different cultural
approaches to privacy.




A Privacy is a fundamental
human right

A Data belongs to the subject

European A Opt-in culture

cultural A Culture of constructive
approach to work through regulators,
privacy with fines or court action a

rare last resort

A People trust governments
and fear businesses




A Free speechis a
fundamental human right

American A Data belongs to the
site/service owner
cultural ,
A Opt-out culture
approach to , |
. A Culture of adversarial
privacy

courtroom litigation

A People fear governments
and trust businesses




These cultural differences
were born from very
different historical
approaches.




A Collective/social approach

European A Human > individual rights
historical A Legacy of holocausts,
genocides, state

approach to
privacy

totalitarianism

A European privacy approach
is a form of atonement




American
historical
approach to
privacy

\ Individual approach
\ Individual > human rights

\ East coast "Puritan” legacy:

private life should be public

\ West coast "Frontier”

legacy: freedom to do what
you want without consent



These historical
experiences led to very

different legal approaches
to privacy.




European
legal approach
to privacy

\ Privacy is regulated

through hard law

A One overarching law for all

member states and sectors

\ Data protection regulators

\ Not tied to citizenship or

nationality

\ Privacy is its own law

\ Litigation is the last resort



American legal
approach to
privacy

Privacy is governed through
soft law

No overarching DP law;
piecemeal approach across
sectors and states

No data protection regulator

Tied to citizenship and
nationality

Privacy is a subcategory of
contract, tort, or property law

Litigation is the first resort



Those differences shape our
approach to compliance.




Chris Wi
@ e @ -
Barely 1.5 weeks into GDPR and it seems to
have completely stopped being a source of
any discussion in the tech circles | follow.

Somehow | doubt that it is because everyone

has started complying and moved on.
8:06 PM - 5 Jun 2018

sie: GOOEODELE

Mike Richwalsky @mrichwalsky - Jun 5
Replying to @Chris\Wiegman

Until the first lawsuits and judgements start coming in. They it will flare back up |

think.
Q 3 I O 13 &
Q 1 0 Q 2 (i)
Chris Wiegman @ ChrisWiegman - Jun 5 ~
Unfortunately | think you're probably right
I Q1 0 v ™

1 more reply

. jamie schmid @jamieschmid - Jun 5 ~
Replying to @ChrisWiegman
‘ we're all waiting for a big case ruling to scare us into compliance

D 2 ~

1 more replv
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use enforcement notices to require companies
to delete algorithms or stop processing.

| think orders to stop processing are going to
be as powerful, If not more powerful than
O<KEAFAKLJIJ9LAN= >4

-Elizabeth Denham, the UK Information Commissioner,
to the Civil Liberties Committee of the European Union, 4 June 2018



And when It comes to privacy,
we don’'t agree t




Things Europeans say about the
Amer il can

approach
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"A lack of progress may
challenge the effectiveness
of self-regulation in this
area and may increase the
pressure to legislate.”

“Their tone is still
“Even before GDPR far from
starts, they are violating acknowledging the
the rules” serious concerns
people have”

/

N

S

“We thank you for
appearing to testify
before our committee
today”

N

W

t

0,



..and things Ameri cans
European approach to privacy

4 "\ [ "It could significantly )
interrupt “The European
i " transatlantic approach runs the risk
Jack-booted thugs commerce and create of being insensitive to
unnecessary barriers context”

\/ Y, wtrade" -/ Y

“I don't understand how
"There should be we've reached a point where
we, in the United States, are
reliant on a foreign
regulation to protect our
data”

N /

no government

involvement”




We all have a different
understandi ng of




L.but who ar e




We make open source software.

We are people of enormous
power and influence over
privacy on the web.



And we' ve never U n
differences, much less
acknowledged them.



What happens when our differences meet?

We structureour work with different cultural approaches to privacy
We write our code with different legal approaches to privacy
We assumesveryone we code with works and thinks like we do

We createthe open web with no common standard for privacy

We fail to do everything we could do to protect the people in the data

We < G Hehkh from our mistakes.




We have to do better.



The actions we take within our projects,

however small, can protect the people In

the data from those who would use that
data to hurt them.



So we need to shift our thinking.



We need to stop thinking of privacy as a legal
problem to run away from, and instead, think
of it as a cultural opportunity to embrace.



(brilliant, Heather, nowhow do we do that?)



Privacy by Design




What is Privacy by Design?

u Non-regulatory development framework devised in
Canada in the 1990s

u Incorporated into GDPR as a requirement

u Review your existing projects for PbD compliance,
and retrofit as required

u https://www.smashingmagazine.com/2017/07/
privacy-by-design-framework/



The seven
principles of
Privacy by
Design




Checking your project on PBD

Questions from the UK ICO

C We consider datac We make data

protection issues
as part of the
design and
Implementation of
systems, services,
products, and
business practices

protection an
essential
component of the
core functionality
of our processing
systems and
services

C We anticipate
risks and
privacy-invasive
events before
they occur, and
take steps to
prevent harm to
iIndividuals




Checking the project on PBD
Questions from the UK ICO

C We ensure that personal data ¢ When we use other systems,
IS automatically protected in services, or products in our
any system, service, product, processing activities, we
and/or business practice, so  make sure that we only use
that individuals should not those whose designers and
have to take any specific manufacturers take data
action to protect their privacy  protection into account.



PBD: Privacy Impact Assessments

u

u

u

u

A living document which must be accessible to all

Document what you are doing and why (consent/legal
basis)

Document the risks
A To the data subjects
A To the organisation
A To technical and systems

Document your risk mitigation




PBD: Privacy Impact Assessments




PIA questions:
Personnel, staff, and contributors

v Who has access to the data®?

v What data protection training have those individuals
received?

u What security measures do those individuals work
with?

u What data breach notification and alert procedures are
in place?

u What procedures are in place for government requests?



PIA questions:
Personnel, staff, and contributors

u What data protection training have those
individuals received?

u  European data protection and privacy framework
v Industry or sector regulations (health, finance, etc)
u  Development frameworks and methodologies

u  Documentation of training in HR records

u  Inductions and refreshers




Case study

aka why I leave my slides to the last minute




0 el 71% @ 16:02

Privacy Policy

= Entegy:

Entegy understand and appreciate that you
(the User) are concerned about the privacy of
personal information that we may collect
about you on our website
www.entegy.com.au and content
management system (Core)
core.entegysuite.com.au and all related
Products and Services that Entegy provide.

1. Privacy laws

1.1 Australian Legislation

Entegy Complies with numerous legislative
instruments as we respect your privacy and
are committed to compliance with our
obligations under the Australian Privacy Act

We use “cookies” to collect information. You can instruct
your browser to refuse all cookies or to indicate when a
cookie is being sent. However, if you do not accept
cookies, you may not be able to use some features of
our products and services. Click here to view our Privacy

(1 =
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Privacy Policy

&= Entegy

1.2 European Legislation

Entegy Complies with numerous legislative
instruments in relation to European markets.
In particular Entegy is committed to
compliance with the European Union's
General Data Protection Regulation (GDPR),
Directive and the Charter of Fundamental
Rights of the European Union (EU) (200/C
364/01).

2. Entegy’s privacy policy -
guiding principles

2.1 Rights and Freedoms

Entegy’s principles include:

a. ensuring the rights and freedoms of

We use “cookies” to collect information. You can instruct
your browser to refuse all cookies or to indicate when a
cookie is being sent. However, if you do not accept
cookies, you may not be able to use some features of
our products and services. Click here to view our Privacy

Policy.
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Privacy Policy

= Entegy

contained in Schedule 3 to the Act and any
ancillary rules, guidelines, orders, directions,
directives or other instrument made or
issued under them with which the Discloser is
bound to comply.

Privacy Laws means the Privacy Act, the
European Convention on Human Rights
(ECHR) the Data Protection Act 1998 (UK), the
Data Protection Directive 95/46/EC and all
other applicable laws, in each jurisdiction that
the Agreement operates and all applicable
regulations or contractual terms which apply
to the Discloser in respect of its Processing of
Personal Information in each jurisdiction.

SSL means Secure Sockets Layer which is a
security protocol used for establishing an
encrypted link between a server and a client
which protects transfer of information.

We use “cookies” to collect information. You can instruct
your browser to refuse all cookies or to indicate when a
cookie is being sent. However, if you do not accept
cookies, you may not be able to use some features of
our products and services. Click here to view our Privacy

Policy.

. 2 5
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2. Conservative Party
== Conference

Version 1.0.0 may request
access to

Calendar

+ add or modify calendar events
and send emails to guests without
owners' knowledge

+ Read calendar events and details

Camera

- take pictures and videos

Contacts

* read your contacts

Location

« access precise location (GPS and
network-based)

* access approximate location
(network-based)

Re Telephone

- read phone status and identity
B  Storage

You can disable access for these permissions in
Settings. Updates to Conservative Party Conference
may automatically add additional capabilities within
each group. Learn more

B =il 85% @ 16:29

2. Conservative Party
—= Conference

Version 1.0.0 may request
access to

+ access approximate location
(network-based)

Telephone

« read phone status and identity

Storage

+ modify or delete the contents of
your SD card
- read the contents of your SD card

Other

* Access Bluetooth settings

« control vibration

* run at startup

+ Connect and disconnect from Wi-Fi
* have full network access

« view network connections

+ change network connectivity
« prevent phone from sleeping
« view Wi-Fi connections

« Pair with Bluetooth devices

* receive data from Internet

You can disable access for these permissions in
Settings. Updates to Conservative Party Conference
may automatically add additional capabilities within
each group. Learn more




Brandon Lewis &
} . Follow A4
@BrandonlLewis

We've have had a technical issue with our
Conference App that has been resolved and it
Is now functioning securely. We are
Investigating the issue further and apologise
for any concern caused. #CPC18

4:50 PM - 29 Sep 2018

129 Retweets 334Lkes DB D 2 2 PEH 2 @

Qg 1TLi120 Q3234 M



4 Heather Burns o
E @WebDevlLaw

Bugs are technical issues. This was a
preventable breach of OPSEC which could
have had catastrophic consequences for
national security. It demonstrated utter
contempt for people, public safety, and rule
of law: the values the party claims to stand
for.

Brandon Lewis @ @Brandonlewis
We've have had a technical issue with our Conference App that has been resolved and

It is now functioning securely. We are investigating the issue further and apologise for
any concern caused. #CPC18

8:19 PM - 29 Sep 2018

19retweets 32lkes @ S @PEO@ & 3@ 0



Sam Coates Times @ < )
_ Follow '
@SamCoatesTimes

It's not our fault!
"We are disappointed with our supplier”

Tory HQ has emailed conference attendees to
say that yesterday's app personal data
disaster is definitely all the responsibility of

their supplier & not, for instance, Brandon
Lewis’ responsibility

Surprise surprise

Lonrerence App
Todav at 11:25




Don’ t be t hat
and don’ t be th



How we can measure the
accountability of our
privacy work outside
legal requirements?




What 1 s “privacy’
principle and not as a law?



Two kinds of privacy rules

Hard law and regulation Soft law and regulation

u GDPR u Industry codes of conduct
u CJEU judgements u ISO standards

u COPPA / HIPPA u International conventions
u ICO/CNIL/FTC/etc v Frameworks (Privacy by

Design)




We can use soft law to define
common privacy values.




International privacy frameworks

u OECD Privacy Principles (1980)

u Council of Europe Convention for the Protection of
Individuals with Regard to the Processing of Personal
Data (1980/June 2018)

u ISO/IEC 2001 International Standard on Information
Technology / Security Techniques / Privacy Framework
(2011)

u APEC Privacy Framework (2005)

u FTC Fair Information Practice Principles (2000)



OECD

Collection Limitation
Principle

Data Quality Principle

Purpose Specification
Principle

Use Limitation Principle

Security Safeguards
Principle

Openness Principle

Individual Participation

Principle

Accountability Principle

COE

Legitimacy of data
processing and quality of
data

Special categories of data

Data security

Transparency of processing

Rights of the data subject

ISO

Consent and choice

Purpose legitimacy and

specification

Collection limitation

Data minimization

Use, retention and disclosure

limitation

Accuracy and quality

Openness, transparency and

notice

Individual participation and

access

Accountability
Information security

Privacy compliance

APEC

Preventing harm

Notice

Collection limitation

FIPP

Notice/Awareness

Choice/Consent

Problems with
Choice/Consent

Uses of personal information |Access/Participation

Choice

Integrity of personal
information

Security safeguards

Access and correction

Accountability

Integrity/Security

Enforcement/Redress



Legitimacy of data
processing and quality of
data

Collection Limitation
Principle

Purpose legitimacy and
specification

Notice/Awareness

Notice

Purpose Specification

. Collection limitation
Principle

Collection limitation

Use Limitation Principle Transparency of processing Data minimization

limitation

Openness Principle

Accountability Principle

notice

Accountability

Use, retention and disclosure

Openness, transparency and

Uses of personal information

Enforcement/Redress

Accountability




What are common
privacy values?




Data Collect only the data you need
minimisation and no more




Ensure that the data is true,
authentic, and up to date

Data integrity




Purpose Use the data only for the
purpose you collected it for

minimisation and nothing else




_ Do not use the data for other
Lifecycle purposes, keep it longer than

limitation you need, or share it with
others without reason




Human and Take adequate technical and

technical human measure§ to protec.:t
T the data from misuse and its
Security subjects from harm




Transparency Make public what d.ata you
: hold, why you hold it, and
and notice

what you do with it




User Give people rights to access
D artici D ation their data, correct mistakes,
and the ability to ask you to

and rights stop using their data




Accountability, Fix problems when things go

enforcement wrong, make it right when
’ people are hurt, and face the

and redress consequences for misuse.




Choice. control Give people choices, options,
| ’ and rights over how you use
and consent

their data at any time




SpeCIaI _ Take care with sensitive data
categories of which could result in the

data people it is about being hurt




Legal Work cooperatively and
: productively with regulations,
compliance laws, and supervisory bodies




11 universal privacy principles




https://github.com/webdevlaw/
open-source-privacy -standards




Creati ng and f ol

regul ati on Pri nec

privacy lessens the chances of

“hard regul ati1 on

onto your project.



Where to start?

u Review your data capture, sharing, flows, and
retention

u Conduct a Privacy Impact Assessment

u Read up on GDPR, PBD, and the open source
standard idea

u Become privacy champions in your workplaces

u Demonstrate leadership in privacy within your
open source projects




What have you learned today?

By now I hope you know how to

u respect privacy as a positive cultural value, rather
than resent it as a negative legal obligation;

u integrate best privacy practice into your
development workflow;

u make a plan to review your existing work for
privacy improvements;

u contribute to open source privacy work.



Thank you for coming today.
Now show me what you can do.

u @webdevlaw

u https://webdevlaw.uk/data-protection-gdpr

u https://github.com/webdevlaw/
open-source-privacy-standards

u https://www.smashingmagazine.com/2018/02/
gdpr-for-web-developers/

u https://www.smashingmagazine.com/2017/07/
privacy-by-design-framework/



